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From service centric to user centric
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From principles to iImplementation
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Open Standards as success factor

EndUsers / Consumers are looking for: Governments & Businesses are looking for:
e User Experience (simple, flexible, ..) e \endor independent solutions
e Usefulness (# of services, users,..) e (ideally) Technology stack agnostic

e Portability (usually a later realization)

— Protocols based on Open Standards required for long-term success
(MetaNetwork effect)

Examples: www, phone, email, ...



First standard efforts are maturing...

Verifiable Credentials (VCs): is a set of Decentralized Identifiers (DIDs) are a new

tamper-evident claims type of identifier that enables verifiable,
decentralized digital identity.

VCs are the electronic equivalent of the

physical credentials that we all possess

today - cryptographically secure, privacy

respecting, and machine-verifiable. Scheme
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Verifiable Credentials Use Cases W3
W3C Working Group Note 24 September 2019 v

https./www.w3.0rg/TR/vc-data-model https./www.w3.0rqg/TR/did-core/
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Significant efforts across the world...

WS(N Cross Ecosystem InterOp

A Collaboration Initiative:

Word Wide Web Consortium

https://identity.foundation/interop/
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SSI - Multi-Layer Architecture

Application Ecosystem

Layer #4 | o
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Significant interest & increased traction

e Techology Companies

e Universities
Example Use-case:

e Cross Industry Consortia , , _
Educational & Skill credentials

e Government entities

e Financial Service

e Startups



Outlook & Vision

It's much more than a new ‘Ildentity / Login system' ...

— SSI Technology & Open Protocols will revolutionize digital & ‘'real world' interactions.

Some examples - enabled by trusted communication protocols & reputation:
e Secure, private messaging: one network with various interfaces, not various networks
e B2B and B2C processes (communication, onboarding, frictionless access, etc. )

e 'True' P2P Sharing Economy

Smart Cities / Homes - seamless and cross current tech ecosystems

Digital content all required to be signed ?!



Questions?

rouven@identity.foundation rouven.heck@consensys.net

https://identity.foundation/

@decentralizedid
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mailto:rouven.heck@consensys.net
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Technical Working Groups

e Identifiers and Discovery e Claims and Credentials
o Universal Resolver o ZKP credentials
o Universal Verifier o Cred. Taxonomy
o  Well-known DID configuration o Credential Manifest
o KERI (Key Event Receipt Infra.) o Presentation Exchange
o Recovery Mechanisms
e Sidetree e DID Communication
o SideTree - Layer 2 DID methods
o Bitcoin & Ethereum connectors (ION, e Secure Data Storage

Elements)
e DID Authentication

o Self-Issued OpenlD Connect DID
Profile (SIOP)



How verifiable credentials work

Issue Send
Issuer Credentials Holder Presentation Verifier
Issues J Acquires, Stores, J Requests,

presents Verifies

Register
|dentifier

Verify _ Verify
Ownership Identifier Ownership
Registry

Maintain Identifiers

All interactions secured with cryptographic signatures

https://w3c.github.io/vc-data-model/



